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CYBERSECURITY IN CONSTRUCTION:

WHAT IS AT RISK?

Herbert Smith Freehills

Following the global 'WannaCry' ransomware
attack in May, the issue of cybersecurity has become
a trending topic for businesses. The sad truth is that
every company is at risk; every company is in some
way connected to the internet; and every company
has something of value to third parties.

In this way, construction companies — and the
projects they are working on —are not immune from
this growing threat, which can lead to large financial,
reputational and organisational problems or even
health & safety or product liability concerns. We now
explain: (i) some of the key cyber risks for construction
companies; (i) the legal risks involved; and (iii) what
you can do to help reduce that legal risk.

Key cyber risks for construction companies

There has always been a risk of industrial
espionage from owners or competitors, keen to
access information about a project — this remains,
and affects construction companies like any other.
But today's construction projects offer further
complications.

Many construction projects, as well as bricks and
mortar, commonly involve integration of control
systems or other electronic equipment. Take, for
example, building a nuclear power station or
deploying a signalling system for a railway. Such

projects often involve a multitude of different

contractors, all responsible for supplying different
parts of the project and associated equipment.
Buildings themselves are also becoming increasingly
“intelligent” with systems such as air conditioning
being connected to the Internet to allow remote
monitoring.

In addition, a lot of machinery at the construction
site will have control units and sensors, often
controlled by a supervisory system; and the growth
of the "Internet of Things" (IoT) and loT-enabled
devices and machines only increases reliance on
technology at a construction site.

All of this increases the attack surface for a would-
be hacker and presents new risks for construction
companies to consider.

It's not just an IT issue — consider legal risks carefully

The direct risk to a company will generally be
through its various forms of information technology;
but legal teams have an important part to play too,
given the number of legal risks posed by
construction projects.

Achieving cost and time-efficient delivery requires
extensive collaboration with numerous suppliers
and sub-contractors. That collaboration depends on
sharing large amounts of data, information and
intellectual property about systems — which are
typically integrated — at the site and elsewhere. But

whose responsibility is it to ensure that the systems
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are secure once integrated? What if one of your sub-
contractors is hacked and your project is delayed?
What if your vital intellectual property is leaked by

another contractor?

The potential legal risks include the following:

e Liability to counterparts, in contract and possibly
tort, for failing to take adequate steps to protect
against cyber incidents — or to build systems that
are secure — which thereby causes loss to others,
perhaps even after the construction project itself
has ended.

e Failing to perform contractual obligations (or be
the victim of others not performing) due to cyber
incidents.

e Penalties from regulators such as in relation to
data breaches (eg not keeping employee data
secure), or even in relation to environmental issues,
energy regulation or health & safety in the event
that a cyber incident has a real-world
consequence.

¢ The potential loss of intellectual property shared
with other contractors, in the event the other
contractor is hacked and the information stolen.
All of these types of risks increasingly mean that

ensuring cyber-resilience of a contractor is now part of

the procurement process: a contractor that is unable
to demonstrate adequate cybersecurity may lose out
to one that can. It is also increasingly common to see
contractual frameworks where liability (and hence risk)
for cybersecurity issues flows up from sub-contractor

to contractor to main contractor.

Steps to mitigate your legal risk

Whilst you can never completely remove the risk of

a cyber incident occurring, there are things that you

can do right now to improve your legal position.

* When performing due diligence of other
contractors, ask questions about your
counterpart's cyber readiness.

e Consider how cybersecurity is handled in your

contracts. Do there need to be specific obligations,

representations and warranties; and do you need
detailed schedules setting out which contractor
has responsibility for each aspect of cybersecurity

in the project?

Don't assume that a cyber incident would form a
part of force majeure — unless it specifically says so,
it probably won't be included.

What do your contracts say about dealing with
cyber incidents; and what if the incident involves
or is caused by another contractor? You should
ensure you have contractual rights to call upon
assistance and information from other contractors
in the event of an incident.

In addition to the technical incident response
plans (which many organisations will already have),
develop a legal incident response plan so that if (or
when) you suffer from a cyber incident you are
well prepared. Such a plan should set out the steps
and legal support that will be necessary in the
wake of different kinds of cyber incidents,
including whom you need to notify and by when,
insurance details and notification requirements,
and steps needed to minimise risks in your supply
chain or project.

Of course, the above are in addition to the usual
best practices in relation to cybersecurity, such as
educating staff on 'phishing' (even the most complex
hacks commonly start in this way), malware, keeping
confidential information safe, and other
cybersecurity risks and measures.

Your business already faces numerous risks: cyber

is another, for which you can and should prepare.

Herbert Smith Freehills’ cybersecurity practice
advises clients on all aspects of the 'cyber life cycle’.
This can start with drafting policies and incident
response plans, to assisting with due diligence and
contracts, through to managing the response to,
and fall-out from, a cyber-attack. Please contact
Andrew Moir, Christopher Hunt or Emma

Kratochvilova for further details.
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It would, however, be no defence to an allegation of breach of contract which provides strict liability, for the
Contractor to demonstrate that he used due care and diligence, for example in the selection and ordering of a
material which proved to be defective.
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KIEEAN BHIEAN et kS E
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- 20175 E 20165 E U (%)
s e AL (%) e BE8 WAL (%) | FRERICLD

AIEA 57 113,858 26.3% 55 89,534 18.6% 27.2%

FIT B A 412 140,276 32.4% 278 107,786 22.4% 30.1%

st 469 254,134 58.7% 333 197,320 41.0% 28.8%

AIEA 4 1,512 0.3% 7 5,086 1.1% -70.3%
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AIEA 0 0 0.0% 0 0 0.0% 0.0%

EA BitiEA 31 30,557 7.1% 18 8,016 1.7% 281.2%
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AIEA 7 3,275 0.8% 16 9,374 1.9% -65.1%

FEM BitEA 6 22,312 5.2% 4 15,690 33% 42.2%

&t 13 25,587 6.0% 20 25,064 5.2% 2.1%

- AIEA 84 126,379 29.2% 108 133,336 27.7% -5.2%

BihEA 536 306,696 70.8% 385 348,302 72.3% -11.9%

wast 620 433,075 100.0% 493 481,638 100.0% -10.1%
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